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Sensor cable monitors fences of all kinds and can even detect low-level drone fly-bys

Mar 25, 2015

 Enlarge
A number of fences on the Saarbrücken campus are presently undergoing long-term monitoring to
determine how the system is affected by such factors as wind. from left: Professor Uwe Hartmann,
Dr. Uwe Schmitt und Dr. Haibin Gao. Credit: Oliver Dietze

Fenced-in areas, such as airports, nuclear power stations, industrial sites, or private plots of land, can now be
monitored thanks to novel sensor technology that has been developed by a team of experimental physicists, led
by Professor Uwe Hartmann at Saarland University. The sensors respond immediately as soon as someone tries
to climb over or cut through the fence, providing information on the precise location of the security breach.
They are even able to detect a low-flying drone passing overhead. The thin cable containing the magnetic field
sensors can be easily installed on perimeter fences of all kinds. The research team is currently working on
developing the system so that it can recognize the cause of a disturbance and can automatically identify false
alarms triggered by wind or animals. The team is collaborating with industrial partners to produce a cable
suitable for mass production. The technology will be shown at HANNOVER MESSE from April 13th to April
17th.
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If someone tries to tamper with a fence, or if they try to climb over it or cut the links with bolt cutters, they will,
unavoidably, cause a vibrational disturbance. The movement of the metal fence as it swings back and forth, the
motion of the metal cutters or even the trespasser's belt will all influence the Earth's magnetic field. These
changes are being exploited by a team of experimental physicists at Saarland University for a new type of
surveillance technology. 'Our magnetometers (magnetic field sensors) are highly sensitive and can reliably
measure even the smallest of changes in the ambient magnetic field,' explains Professor Uwe Hartmann. The
sensors are even able to detect when a drone flies close by overhead – provided, of course, that the drone
contains metal. 'The sensors can detect disturbances in the surrounding magnetic field, including the magnetic
field above them, with a range extending several metres,' adds research assistant Haibin Gao who is working on
the sensor technology as part of Hartmann's team.

The cable, which contains the linearly arranged sensors, has a diameter comparable to a standard electrical
cable and enables the remote monitoring of miles of perimeter fencing. 'The cable can be attached to the fence,
built into it or even buried beneath it. We are currently working with a number of companies to reduce the size
of the system and, most importantly, to lower the cost of producing the sensors to a level where large-volume
production becomes feasible,' says Uwe Hartmann. The contactless sensors are not subject to wear and have a
low power consumption. They are unaffected by rain or fog. 'The sensors function independently of the weather
and this gives them a significant advantage over other surveillance techniques, such as cameras, where moisture
is often a problem. And the measurements are unproblematic from the point of view of privacy. The sensors
simply report that a vibrational disturbance was caused by a human agent at a specific location. No other
information is gathered,' explains Professor Hartmann. A number of different types of sensor systems
developed by his research group have already been deployed in traffic management systems, for example in
airports.

The miniature sensors in the cable are networked and any change that they register is immediately transmitted
to the analyser unit. The location of the disturbance can be specified with high precision, which is of particular
value when monitoring very large areas. Scientists in Hartmann's team are currently working on refining the
technology so that the sensors are able to unambiguously assign a particular type of vibration or a particular
change in the measured magnetic field to a specific type of disturbance. 'The aim is to develop a system that
can automatically identify false alarms triggered by wind, animals or some other harmless cause,' explains
Hartmann. To do this the researchers are currently simulating different types of disturbances. A number of
fences on the Saarbrücken campus are presently undergoing long-term monitoring to determine how the system
is affected by such factors as wind. This field data is used by the physicists to model typical disturbance
scenarios and to train the system with the aid of complex mathematical methods. The results are then used to
program the sensors and the analyser unit. The new information enables the analyser to automatically attribute
a disturbance to a particular cause. If the cause is identified as human, an alarm is triggered; if the disturbance
was due to animal rubbing up against the fence, no alarm is set off.

 Explore further: Line camera makes magnetic field lines visible in 3D and real time

More information: The team will be exhibiting at the Saarland Research and Innovation Stand in Hall 2, Stand
B 46.
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New sensor cable enables remote monitoring of miles of perimeter fencing

 Mar 27, 2013

Airports, nuclear power stations, industrial and research sites, or even your own garden – there are many places
that need to be protected against unauthorized access, and often protection is required 24 hours a day, seven ...

Line camera makes magnetic field lines visible in 3D and real time

 Oct 27, 2014

Fraunhofer scientists have developed a high-resolution magnetic line camera to measure magnetic
fields in real time. Field lines in magnetic systems such as generators or motors, which are invisible to the ...
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 Jun 03, 2008
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Sensors accurately register the slightest temperature fluctuations, the tiniest changes to a
magnetic field, or barely perceptible air currents. In some cases, however, there are limits to their

accuracy – ...

Can magnetic fields accurately measure positions of ferromagnetic objects?

 Jun 23, 2014

Many creatures in nature, including butterflies, newts and mole rats, use the Earth's inherent
magnetic field lines and field intensity variations to determine their geographical position. A research team ...

Researchers develop a simple but extremely sensitive magnetometer

 Nov 05, 2014

VTT Technical Research Centre of Finland has developed an innovative magnetometer that can replace
conventional technology in applications such as neuroimaging, mineral exploration and molecular diagnostics.
Its manufacturing ...

Using a single molecule to create a new magnetic field sensor

 Jan 30, 2015

Researchers at the University of Liverpool and University College London (UCL) have shown a
new way to use a single molecule as a magnetic field sensor.

3-D help for needy and creative entrepreneurs

 17 minutes ago

If you want to manufacture single prototypes or small-scale production series, 3D-printed forms
may be the way to go.

NPL performs its first off-site X-ray residual stress measurement service

 Apr 29, 2015

The National Physical Laboratory (NPL) has performed its first off-site X-ray residual stress measurement
service for engineering company, Siemens.

Greater opportunity for scientific research using unmanned aircraft

 Apr 29, 2015

Unmanned aircraft are creating new opportunities for
scientific research. A fixed wing airplane, for example,
can be used to compile detailed 3D models of a
specific area for research into erosion, or to ...

Water companies license two UW-Milwaukee sensor technologies

 Apr 28, 2015

About 13.2 million households in the United States obtain their water from private wells, a
method that offers no assurances of the water's quality. Testing private wells can be expensive and results can ...

Guided bullet demonstrates repeatable performance against moving targets

 Apr 28, 2015

DARPA's Extreme Accuracy Tasked Ordnance (EXACTO) program, which developed a
self-steering bullet to increase hit rates for difficult, long-distance shots, completed in February its most
successful round ...

Making LED-illuminated advertisements light and flexible

 Apr 27, 2015

VTT is involved in a European project, developing novel LED advertising displays, which combine thin,
lightweight and bendable structures with advanced optical quality. The project will implement, for example, a
LED display ...
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